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Summary

CERTIFIED

Balancing on a Network Supporting Microsoft Live Communications Server
2005 and Nortel Multimedia Communication Server 5100

Premise: The convergence of voice, data
and video services onto the enterprise LAN
demands that the underlying infrastructure
deliver load balancing and resiliency for
servers that support converged services like
enterprise instant messaging, voice, video
and other real-time services.

ortel commissioned The Tolly
N Group to evaluate a converged
network infrastructure for Enter-
prise users to illustrate the load
balancing capabilities of its Nortel
Application Switch 2424/3408.

Telephony and video services were built
on the Microsoft Live Communications
Server 2005 Enterprise Edition (referred
to as “LCS”, hereafter) or Nortel Multi-
media Communication Server 5100 (re-
ferred to as “MCS” hereafter) servers run-
ning in a resilient, multi-site network with
each site consisting of a Nortel Applica-
tion Switch 2424 or 3408 and multiple
Nortel Ethernet Routing Switches (ERS)
8600 units at the core communicating
with ERS 8300 and ERS 5520 switches at
the network edge. Users placed voice and
video calls across the test network.

Tests attempted to show Nortel Applica-
tion Switch support for Server Load Bal-
ancing for servers running Nortel MCS or
Microsoft LCS - either locally, or across
the network. Tests also illustrated the abil-
ity of the Nortel Application Switch to
detect and block security attacks like Dis-

tributed Denial of Service (DDoS) attacks.

Tests were conducted in November 2006.

Test Highlights

» Nortel Application Switch 2424/3408 successfully detects and
blocks Distributed Denial of Service (DDoS) security attacks

» Nortel’s Global Server Load Balancing solution operating on the
Nortel Application Switch delivers uninterrupted service to
Microsoft Live Communications Server 2005 (LCS) and Nortel
Multimedia Communication Server (MCS) 5100

p Microsoft LCS and Nortel MCS servers can be load balanced for
faster response, increased reliability, and to maintain user
sessions seamlessly in the event of an outage to other LCS
and MCS servers in the network

» User voice and video sessions migrate gracefully during
failover of the Application Switch or when the local LCS or MCS
server managing those sessions failed

Global and Local Server Load Balancing on Nortel Application

Switches Supporting Microsoft Live Communications Server
2005 and Nortel Multimedia Communication Server 5100

Local Server Load
Balancing (SLB) *

Global Server Load
Balancing (GSLB) *

Resiliency with uninterrupted user
voice and video sessions

QO

Across the

network Local (On site)

User session load balancing

* Note: GSLB support was tested for both Microsoft LCS and Nortel MCS, while Local
SLB was tested only on Microsoft LCS. GSLB resiliency was tested by failing the
Application Switch controlling the MCS or LCS server to induce transfer of user ses-
sions to other active MCS or LCS servers network wide. SLB resiliency was tested
similarly, though sessions transferred to LCS servers on site.

Source: The Tolly Group,November 2006
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Executive

Summary

Nortel Application
Switches successfully
provided a high level of
network resiliency while
load balancing Nortel’s
Multimedia Communica-
tion Server (MCS) and/or
Microsoft Live Communi-
cations Server 2005 (LCS)
servers.

Tests show that Nortel’s
load-balancing features of
the Nortel Application
Switch are capable of man-
aging and balancing user
sessions shared between
Nortel Multimedia Commu-
nication Server (MCS) or
Microsoft LCS servers in a
network, locally and/or
network wide.

Active voice and video calls han-
dled by an MCS or LCS server in
the test network continued unin-
terrupted even when the primary
link to the network core from an
Application Switch supporting
MCS or LCS server was failed —
effectively isolating the Applica-
tion Switch, and thereby the MCS
or LCS Servers connected to it,
from the network.

Resiliency was tested repeatedly
by failing the Application Switch
in each site alternately, but the
results remained the same as the
user sessions associated with the
isolated MCS or LCS servers
were migrated to other MCS or
LCS servers elsewhere in the
network. New user sessions initi-
ated from a site — after its Appli-
cation Switch and MCS or LCS
Servers failed — were observed
to be associated with the remain-
ing available MCS or LCS
servers in the network.

This demonstrated the resiliency
offered by Nortel's Global Server
Load Balancing working with the
Nortel MCS or Microsoft LCS
solutions using Nortel Application
Switches.

TEST SETUP &
METHODOLOGY

The test bed was constructed to
create a microcosm of an enterprise
network consisting of two sites.
Each site had its own core routing
network consisting of multiple
Nortel Ethernet Routing Switch
8600 switches connected in a fully
resilient network using Split Multi-
Link Trunking (SMLT). (See
Figure 2.)

Each site had a Nortel Application
Switch 2424/3408 connected to a
pair of Microsoft LCS or Nortel
MCS servers that provided multi-
media communication services.
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Global and Local Server Load Balancing support on Nortel Application Switch for
Microsoft Live Communications Server 2005 and Nortel Multimedia Communication Server 5100
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Note:

» Network Access layer switches are not shown for the sake of simplicity. All access
switches connect to the core switches with redundant links using SMLT

« The Resilient Terabit Cluster in the network core consisted of Nortel ERS 8600 switches
connected in a fully resilient network using SMLT, with 10GbE inter-switch links

« Users ran Microsoft Office Communicator 2005 or Nortel Multimedia PC Client soff e
on their PCs to access the multimedia communications services

Source: The Tolly Group. November 2006
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Note, only Nortel MCS servers or
only Microsoft LCS servers were
tested at any given time in the test
bed. Each site also had several
user terminals like PCs with Web
cameras and equipped with the
appropriate client software —
Microsoft Office Communicator
client while testing LCS servers,
and Nortel Multimedia Commu-
nication Server PC Client (re-
ferred to as MCS PC client, here-
after) while testing Nortel MCS
servers — that provided multime-
dia communication services.

While testing with LCS servers,
user database and authentication
services were handled by servers
on each site, running the Micro-
soft Active Directory with Micro-
soft SQL Sever 2000 database
along with DNS services.

The two network sites communi-
cated with each other using an
OSPF (Open Shortest Path First)
routed link. The two Application
Switches monitored each others’
health using Distributed Site
Selection Protocol (DSSP).

The objective of the test was to
verify that the Application Switch
on each site load balanced the
user sessions across the multiple
LCS servers on-site (using Server
Load Balancing — SLB) or the
MCS or LCS servers throughout
the network (using Global Sever
Load Balancing — GSLB).

The tests also verified that
Nortel’s Application Switch pro-
vides resiliency by seamlessly
taking over active and new user
sessions from other sites in the
network, in the event of the fail-
ure of the available Application
Switch or the active MCS or LCS
servers of the other sites.

GLOBAL SERVER LOAD
BALANCING (GSLB)

This feature of the Nortel Appli-
cation Switch was tested sepa-

rately with both Nortel MCS and
Microsoft LCS servers.

Each site was configured with two
PCs, each running the appropriate
client software — Microsoft
Office Communicator 2005 client
while testing LCS servers, and
Nortel MCS PC client software
while testing MCS servers.

Each client was configured with a
unique user account. Users “Vin-
cent” and “Jessica” were located
in site 1, and users “Tammy” and
“Charles” were located in site 2. It
was made sure that the two MCS
or LCS servers on each site were
active. Then, each user was signed
in on the clients using their
authentication credentials.

The Application Switch on each
site directed users to the available
MCS or LCS servers within a pool
once user credentials were authen-
ticated and verified by the Active
Directory in conjunction with the
SQL Server 2000 database.

The MCS or LCS server interface
was checked to note the particular
user sessions associated with that
server. It was verified that the two
user sessions on each site were
load balanced between the MCS or
LCS servers on that site.

Voice and video calls were placed
between the users across the two
sites (e.g. Tammy with Vincent,
Jessica with Charles, and so on).

While the voice and video calls
were in progress, the Application
Switch (and the MCS or LCS
servers connected to it) on one of
the sites (say, site 1) was isolated
from the network by failing its
uplink to the network core.

It was verified that the active voice
and video calls were uninterrupted
and the user sessions from site 1
were associated with the available
MCS or LCS servers in site 2, in-
dicating a seamless failover to the
Application Switch on site 2.

Nortel TOLLY
Application Up
Switch 2424/ Sp;‘c’
3408 _

CERTI Fﬁ
Load
Balancing
and Resiliency

New user sessions from the site 1
were then verified to be associ-
ated to the MCS or LCS servers
on site 2 through the Application
Switch on site 2.

The test was repeated by alterna-
tively failing each Application
Switch, and it was verified that
active user sessions remained
uninterrupted with the available
Application Switch in the net-
work assuming control of the
MCS or LCS servers and user
sessions in the network.

LoOCAL SERVER LOAD
BALANCING (SLB)

The network topology was iden-
tical to the GSLB scenario, but
this time, GSLB was not enabled.
This test was performed only on
the Microsoft LCS server.

Similar to the GSLB scenario
described earlier, two users were
configured on each site, and
voice and video sessions were
initiated between the users on the
two sites.

It was verified that new user ses-
sions were distributed (“load bal-
anced”) between the LCS servers
on-site, and in the event of failure
of one of the LCS servers, the
user sessions were redirected to
the other available LCS server(s)
on-site without interrupting
active user sessions.

New user sessions were verified
to be registered with the available
LCS server.
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SECURITY USING
NORTEL APPLICATION
SWITCH

Engineers also tested the
security functionality built
into the Nortel Application
Switch 2424/3408 by subject-
ing it to security attacks while
handling active voice and
video calls.

For this testing, the Nortel

Test Bed Equipment Summary

Product

MCS 5100 server was handling
voice and video calls between two
MCS PC clients, when a Distrib-
uted Denial of Service (DDoS)
attack was launched against the
Nortel Application Switch at the
rate of 1,000 frames per second,
using an Ixia 1600T traffic genera-
tor and IxLoad 3.10 application.
The Application Switch recog-
nized the attack, and blocked it
automatically, without dropping
the active voice and video calls.

Version

Nortel Ethernet Routing Switch 8600

SW Ver. 4.1.1,
Boot Monitor Ver. 4.1.1

Nortel Application Switch 3408

SW Ver. 23.0

Nortel Application Switch 2424

SW Ver. 23.0

Server 5100

Nortel Multimedia Communication

SW Ver. 3.5, running on
Sun SunFire V100 servers

Nortel Multimedia PC Client

SW Ver. 3.5.208

Microsoft Live Communications
Server 2005 Enterprise Edition

Ver. SP1 running on Windows
Server 2003 Enterprise Edition

Microsoft SQL Server 2000

Ver. SP3

Microsoft Office Communicator 2005

Ver. 1.0.559

Note: The Nortel Application
Switch provides functions not
tested for this report but worth
noting. Features include DoS
prevention, intrusion detection,
and the ability to identify and
shape traffic by application. The
latter lets LCS administrators
identify and block rogue applica-
tions, such as non-approved
VolP, or consumer instant mes-
saging traffic, according to
Nortel.

The Tolly Group is a
leading global provider
of third-party validation
services for vendors of
IT products, compo-
nents and services.

The com-
pany is
based in
Boca Ra-
ton, FL and
can be
reached by phone at
(561) 391-5610, or via
the Internet at
http://www.tolly.com,

sales@tolly.com

Terms of Usage

USE THIS DOCUMENT ONLY IF YOU AGREE TO THE TERMS LISTED HEREIN.

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional
investigation for your particular needs. Any decision to purchase must be based on your own assessment of suitability.

This evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under controlled,
laboratory conditions and certain tests may have been tailored to reflect performance under ideal conditions; performance may vary
under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for their own net-
works. Commercially reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights
can occur. In no event shall The Tolly Group be liable for damages of any kind including direct, indirect, special, incidental and conse-
quentlal damages which may result from the use of information contained in this document

The test/audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers.

When foreign translations exist, the English document is considered authoritative. To assure accuracy, only use documents downloaded
directly from The Tolly Group’s Web site. All trademarks are the property of their respective owners.
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